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Agenda

WEEK 11-12: IT SECURITY

• Announcements
• Classroom (25 min)

• Importance of IT Security
• Everyday Security Threats

• Break (5 min)
• Warehouse (1.5 hrs)

• Recycling
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ANNOUNCEMENTS
Week 11



Announcements for 2/7
• Calendar

• Current Session – Week 11
• Next session: Wednesday, 2/14/2024

• Week 11-12: IT Security – Feb. 7th & 14th

• Weeks 13-15: Cloud Computing – Feb 21st , 28th , & Mar 6th



Values

• Respect
• Accountability
• Improvement
• Steadfast
• Encouragement



IT Security Objectives: 
• Why IT security is important

• Discussion on the significance of IT security in protecting data and 
privacy

• Everyday security threats
• Identification of common security threats such as viruses, malware, and 

phishing

• Simple steps to keep data secure
• Introduction to basic security practices, including password 

management and data backup

• Basics of encryption
• An overview of encryption and its role in securing data during 

transmission and storage
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Why IT Security is Important

IT SECURITY



Importance of IT Security: Statistics

• There were an estimated 800,000 cyberattacks in 2023– with that number predicted 
to continue to rise annually

• Cybercrime was predicted to hit $8 Trillion in 2023 and grow to $10.5 Trillion by 
2025

• FBI reported Phishing as the most reported type of cybercrime as of 2020

• Open-source code vulnerabilities have been found in 84% of code bases that can 
lead to exploits

• An estimated 300,000 new malware are created daily

• 92% of malware is being delivered via email

• Every 39 seconds, a threat actor targets a business’s cybersecurity infrastructure



Importance of IT Security: Case Study 
– Insomniac Games
• December 12th 2023 – Announced that Insomniac Games 

data was held hostage by ransomware group Rhysida
• Wanted 50 bitcoin for the data ($2 million) – anyone could 

bid for it
• After 7-day deadline passed without a buyer, posted most of 

the hacked data online
• 1.67 TB of data (1.3 million files)

• Marvel’s Wolverine – design documents, casting 
information, level designs

• Affects non-disclosure agreements with major companies & 
studios

• Slack communications, recorded videos of meetings
• HR documents
• Employee data & ID documents

• Over 400 employees impacted



Importance of IT Security: Why it 
matters to you and businesses
• Mitigate risk of data beaches & loss
• Protect customer, employee, and company data
• Adhere to compliance and standards

• HIPAA (Health Insurance Portability and Accountability Act of 1996)
• SOX (Sarbanes-Oxley Act of 2002)

• Maintain customer and public trust
• Avoid downtime
• Avoid financial losses
• Avoid reputational damage



Everyday Security Threats

IT SECURITY



Malware Definitions
• Malware – software intentionally designed to cause disruption to a computer, server, client, or 

computer network, leak private information, gain unauthorized access to information or systems, 
deprive access to information, or which unknowingly interferes with the user’s computer security and 
privacy

• Virus – malicious software or malware that replicates itself by modifying other computer programs or 
inserting its own code into them
• Spreads from one computer to another and may damage data and software

• Trojan – malicious code or software that feigns legitimacy to take control, damage, disrupt, steal, or 
inflict harmful action on the data and network 

• Ransomware – cyrptovirological malware that permanently block access to a victim’s personal data 
until a ransom is paid

• Adware – malicious software that secretly installs itself on a device and displays unwanted 
advertisements and pop-ups

• Spyware – malware that collects user activity data without their knowledge

• Keylogger Monitors users’ keystrokes



Cybersecurity Attack Definitions
• DoS/DDoS – attack designed to overwhelm the resources of a system to the point where it is 

unable to reply to legitimate service requests
• A distributed denial-of-service (DDoS) attack also seeks to drain the resources of a system. It is 

initiated by a vast array of malware-infected host machines controlled by the attacker

• Man-in-the-middle (MITM) - an attacker eavesdrops in on the middle of the data sent back and forth 
between two people, networks, or computers

• DNS Spoofing- hacker alters DNS (domain name system) records to send traffic to a fake or spoofed 
website where the victim may enter sensitive information that can be used or sold by the hacker

• Social Engineering – manipulation technique that exploits humans to erroneously provide 
access or valuables  

• Phishing – social engineering or scam where attacker deceives victims into revealing 
sensitive information or installing malware



Types of Phishing Definitions
• Email Phishing – fraudulent email messages from imitators that seem to look like legitimate 

sources that are made to trick recipients into revealing sensitive information

• Spear Phishing – social engineering or scam where attacker deceives victims into revealing 
sensitive information or installing malware

• Whaling & CEO Fraud – attacks that target those in the C-suite or others in charge of the 
organization who are likely to possess valuable information, such as proprietary information 
about the business or its operations

• Clone Phishing – a real email message is cloned with attachments and resent, pretending to 
be the original sender
• Attachments are replaced with malware that look like the original documents

• SMS Phishing (smishing) – social engineering attack that uses text messages to trick users 
into downloading malware, sharing sensitive information or sending money

• Page Hijacking- redirecting Web traffic that exploits engines where it creates a website that 
redirects site visitors or where an owner/creator loses control of their page



EXAMPLE
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EXAMPLE
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EXAMPLE
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Sources
1. eSentire
2. OSSRA
3. packetlabs



ACTIVITY
Computer Scan



Activity 1: Scan your computer for 
Threats
1. Windows search bar, Type: 

Windows Security
2. Open/Run: Windows Security
3. Click: Virus & threat protection
4. Click: Quick scan



WAREHOUSE



Warehouse Activity

• 1:30-3:00pm
• Parting/recycling



BREAK
5 minutes


